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Basic principles for network management

1.1 How to change the switch management IP address to
avoid accessing the wrong device

This example shows administrators how to use the Web GUI to manage
the IP addresses of the switch es and avoid administrators from
unintentionally accessing the wrong device s. Asshown below, there are
two switche s in the environment. Both default IP addresses of the two
switches are 192.168.1.1.

PC Switch-2 Switch-1
IP:192.148.1.100 Default IP: 192.148.1.1 Default IP; 192.148.1.1

—_—

Figure 1 Two switches are using the same default IP address

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your  actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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www.zyxel.com

1.1.1 Configuration in the Switch -2
1 Disconnect the link between Switch -1 and Switch -2.

2 Setthe PCOs | P addr es s subnetasdhe switahess a me

For example, set the PC IP address as 192.168.1.100.
Internet Protocel Version 4 {'I'CPfIPv_d) Properties M

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168 . 1 . 100
Subnet mask: 255,255 .255. 0
Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

[ valdate settings upon exit

[ OK ][ Cancel ]

3 Open a browser (I E, ChromeGot®safar.
website http://192.168.1.1 (default management IP address).

K ey usarnare: admin ;password: 12346 and | og i n.

x
Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not private,

User Mame:

Password:

Log In Cancel

9/245
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4 Enter the webpage and go to Menu > Basic Setting > IP Setup
> |IP Configuration . Set the IP address you prefer, for example
192.168.1.2. Then click Add .

IP Interface

IP Address DHCP Client

& Static IP Address

IP Address 192.148.1.2

IP Subnet Mask 255.255.255.0

vID 1
[da | Concel

5 Log backinusing the new IP address 192.168.1.2. After logging
in again, remember to click the Save icon to save the new

configuration s.

@ Refresh @ Jove @ Stotus @ Logout Help
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1.1.2 Test the Result
1 Login via the web GUl and goto  Menu > Basic Setting >
IP Setup > IP Configuration . Check if the IP address is
already configured as  192.168.1.2.

IP Siatus IP Configuration

192.168.1.2 255.255.2550 1 Static
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1.2 How to configure the switch with a device name to avoid

accessing the wrong device

This example shows administrators how to use the Web GUI to manage
accessing the wrong device  s. As shown below,

device name and avoid
-1 in the environm ent. In the default setting,

the PC connects with Switch
device name (System Name) will be the model name (XGS4600 in this

example) .
P Switch-1
IP:192.168.1.100 Default IP: 192.148.1.1
Hostname: XG54600
I'—_
Figure 2 Change the device name o fthe switch
U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.2.1 Configuration in Switch -1
1 Enter the web GUI and goto Menu > Basic Setting > General
Setup. Change the System Name (Switch -1 in this example)
and click Apply .

System Mame Switch-1

Location

Contact Person's Name

2 Click 0Saved to save the configuration.

@ Refresh @ Save @ Status @ Logout Help
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1.2.2 Test the Result
Enter the web GUI and you will see the page of the switch
information. Check if the System Name is the name you

configure d (Switch-1 in this example) or not.

Systermn Mame

Product Model

14/245



ZYXEL

1.3 How to configure the switch to update the time from an
NTP server

This example shows administrators how to use the NTP server to update
the system time of the switch. As shown below, the PC connects with
Switch and Switch connects with the USG in the environment.

NTP Server -
IP:216.239.35.12

PC Switch UsG
IP:192.148.1.100 VELAN T, IP:192.168.1.2 LAMN IP: 192.168.1.1

Figure 3  Set up Switch to get time from  NTPServer

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4. 50). We use google
free public NTP server (216.239.35.12) to be our NTP server. You can also choose
another available NTP se rver. Furthermore, d ue to there is routing set up in this

configuration, the user interface might be some difference for other models.
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1.3.1 Configuration in Switch
1 Enter the web GUI and go

> [P Configuration . Set the default Gateway as USG IP:

www.zyxel.com

192.168.1.1. Then click 0Apply 6.

to Menu > Basic Setting > IP Setup

Default Gateway

Default Management

192.148.1.1

* In-band Cut-of-band

Aorly

IP Status

2 Goto Menu > Basic Setting > General Setup . Select oUse Time
Server when Bootup 6 to NTP(RFGC1305) and set the OTime

Server IP Addressé. In this scenario, we use the g oogle free

public NTP server(216.239.35.12) as an example. Also, select

the OTime Zoned in your location.

OApply o.

Finally, remember to click

Use Time Server when Bootup
Tirne Server IP Address
Cument Time

MNew Time [hh:mm:ss)

Curmrent Date

MNew Date |yyyy-mm-dd)
Time lone

Daylight 3aving Time

Start Date

End Date

NTP(RFC-1305) ¥ |
216.239.35.12 |
00 |:[34 |:|29 |utC

00 |[:[34 [:[2%

2018 |-01 |-
201& |01 |-|O7

UTC+0800 ¥

L

First ¥ | [Sunday ¥ | of | January
First ¥ | [Sunday v | of |January

It will take 60 seconds if fime server is vnreachable.

¥ | at|0:00
¥ | at|0:00

v

A\

3 Click Save to save the configuration.

@ Refresh

@ Save

@quhn @-:ug:uu’r @-Ep
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1.3.2 Test the Result

www.zyxel.com

1 Goto Menu > Basic Setting > General Setup . Both the Current

Time and Current Date
location.

click oRefresho.

should be the current time in your

If the current time is not updated as the correct time,

Use Time Server when Bootup

NTF(RFC-1305) v

Time Server IP Address 216.239.35.12 |
| Cument Time 14 |18 |:|44 UTC+E6:OOI
Mew Time [hh:mm:ss) 14 |-[18 |:|44
[ Current Date 2017 |-Jos |-J20 |
Mew Date [yyyy-mm-dd) 27 |- E—E
Time Ions UTC+0800 ¥ o
Daylight Saving Time (]
Start Date [First v ||sunday v|of |January  v| ot |00 v|
End Date | First v | [sunday v | of [January  v|ot|0:00 v

It will take 40 seconds if ime server is unreachable.

@ Refrash @ Save

@ Status @ Logout Help

2 Tryto selectthe oUser Time Server when Bootup 6 as None . Few

second later, change back

update to the current time.

to NTP(RFC1305). The time will still

| Use Time Server when Bootup Hone A |I
Time Server IP Address 216.239.35.12 |
| Current Time 14 |:|1& |:|45 UTC+D8:OO|
Mew Time [hh:mm:ss) 14 [:|16 |:|45
Cumrent Date Eﬁ' __@f@
Mew Date (yyyy-mm-dd] 27 |- —
Time Ione UTC+0800 v
Daylight 3aving Time (]
Start Dote [First | [Sundoy v | of [January  ¥|ot|0:00 v |
End Date [First v |[sunday v | of |January  ¥|ot|0:00 |
It will fake 40 seconds if time server is unreachable.
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Use Time 3erver when Bootup

MTR(RFC-1305) v

Time Server IP Address

Current Time (14 |:[15 |:Ni8 |utc+os00 |

New Time {hh:mm:ss) T : F F

Cumrent Date E? _-_06 f@

New Date [yyyy-mm-dd 2017 |-[os |-

Time Ione UTC+0800 v

Daylight Saving Time (]

Start Date [First v |[sundoy v| of [January | ot [0:00 7|
End Date |F|'rsf v | |SU".dc1y v | of |Jcmucry v | at |O:OO v |

It will take 40 seconds if fime server is unreachable.
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1.3.3 What could go wrong?
1 Switch may not be ableto access the NTP Server successfully.

Follow the step to test if NTP Server is available. Goto Menu >
Management > Diagnostic . Select IPv4 as in-band and type
the IP address of NTP Server (216.239.35.12) into the IP Address

field . Click OPingo.

Resolving 216.23%.35.12... 216.23%.35.12
sent revdrate it avg mdev max  min reply from
T 1 100 10 10 0 10 10 216.239.35.12
2 2100 10 10 0 10 10 216.232.35.12
3 3100 10 10 0 10 10 216.239.35.12
4
& [Pwd in-pand v
1Pt - ¥
Ping Test IP Address/Host Name  |216.239.35.12 | ==
Source IP Address
Count 3
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1.4 How to configure the switch to backup events on a
SYSLOG server

The example showsadministrators how to set up the switch to send
system log events to a remote syslog server.

PC-1 Switch-1 Syslog Server

IP: 192.148.1.100 IP:192.148.1.1 IP:192.148.1.200
/ | Port 1 m Port 2 ‘
7 :

Figure 4  Upload the syslog automatically to the server

Y Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.4.1 Configure the Switch -1

1 Enter the web GUI and go to  Menu > Management > Syslog
Setup > Syslog Server Setup . Activate the syslog server setup
and set up the server IP address. In this example, it is
192.168.1.200. Choose the Log Level you prefer ( Level 0-7 in this
example). The wider the range, the more detailed log will be
recorded. Remember to click  0Add 6.

Syslog Server Setup
Active o
Server Address 192.168.1.200
UDP Port 514
V" Note:
Log Level refers to which events should be sent to the Syslog Server.
Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice
(5), Informational (6), and Debug (7)
2 Inthe same page, activate the Syslog and activate the

logging type you prefer.  Also, remember to click  0Apply 6.

System

o]

Interface

o]

Switch

AAA

LRIV IREVIREY
o0 |00 |o
[s]

oo oo o
4| 4|4 44 4

O 0|0 0|0
[s]
[ [ [ [ [

o]

3
LI I A A )

21/245



ZYXEL ——

3 Click Save to save the configuration.

@ Refresh @ Save @ Status @ Logout Help
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1.4.2 Test the Result
1 Unplug and re -plug PC -1 from the switch

2 The Syslog Server should receive an eventlog  from the switch .
%> Tftpd64 by Ph. Jounin — *. E@gl

Curert Directory | C:happhThpdE4 R Browse |

Server interfaces || 92.168.1.200 | Realtek RTLE1EECIP)/ETT1CIP) Farnily PCI-Ej Shiow Dir |
Thtp Server I Thtp Elierlt Syilog SEf\"'3f|| Log viewer

text | from | date |

<134 Jan 01 02:54:47 ¥G54600 authentication: Console user admin login~ 19216811 12/06 18:21:53.786

<135 Jan UT U455 22 =h54ell interface: Fort T link down 19216811 12406 18:22:25.097

<1353 Jan 01 025527 XGS4600 interface: Port 1 link up 192.168.1.1 12/06 18:22:33.498
Clear I Copy

About | Settings Help |

3 We can also check the directory (0C:\ app \ Tftpd64 6 in this
example) to find out if atext file is created on the Syslog Server.

|| EUPL-EN
& thpd3z
& | thpd32
& thpded

&F uninstall
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1.4.3 What could go wrong?
1 If Switch -1 and Syslog Server are in different subnet s, remember
to set default gateway so that Switch -1 and the Syslog Server

can communicate with each other

2 Confirm the service port number of the Switch -1 and the Syslog
Server are the same. (Default service port for the Syslog Server
in the Switch -1 is514).

Syslog Server Setup

Active +

Server Address 192,148.1.200
UDP Pert 514 |

Log Leve LevelD-7 ¥
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1.5 How to configure the switch with a port name to quickly
identify directly connected devices

The example shows administrators how to configure the switch with a
port name to quickly identify directly connected devices . By doing this,
administrators and quickly identify which port connects to which device,
location, or section of the network.

PC Switch-1 Switch-2
IP:192.168.1.100 IP:192.168.1.1 w
f Port 2
> Port3
{
AP

Figure 5  Configure the port name of the switch

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.5.1 Configure Switch-1

1

www.zyxel.com

Enter the web GUIl and g oto Menu > Basic Setting > Port Setup .

Type the name of each directly connected devices on the

corresponding port name . For example, you can type Switch -

2 in port 2 and AP in port 3. Then click OApply O.

|

o - [10G /Full Duplex 7|
1 @ 10/100/1000M | Auto-1000M v |
2 @ [switch-2 | 10/100/1000M [Auto-1000M v
2 @ |ap 10/100/1000M | Auto-1000M T

[ov| |Peer

v | sfe_plus ¥ |

|3'| |Peer
[ov| |Peer

|3'| |Peer

v
v

v

Click Save to save the configuration.

@ Refresh @ Jove @ Stotus @ Logout Help

26/245



ZYXEL ———

1.5.2 Test the Result
1 Goto Menu > Maintenance > Port Status . You will see the

name you type in the column of name.

Utilization
1 1000MF FCRWARDING Disabled 3180 7509 0 30.29% 2238 0:01:55
2 Switch-2 | 1000M/F FCRWARDING Disabled 499 3636 0 0.148 0.0 0:00:12
1000MF FCRWARDING Disabled 250 404 0 0.148 0.0 0:01:27
4 Down STOP Disabled 3140 756 0 0.0 0.0 0:00:00
3 Down STOP Disabled a a 0 0.0 0.0 0:00:00

271245



ZYXEL

1.6 How to collect the Diagnostic Info

The example shows local administrators how to collect the Diagnostic
Info by web GUI . The Diagnostic Info is a set of logsthat includes useful
information such as System Information, CPU utilization history, system

logsand debug reports for issue analysis.

[=T'es Switch-1
IP: 192.168.1.100 Default IP: 192.1468.1.1
7
Figure 6  Collect the Diagnostic Info from web GUI
Q Note:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.6.1 Collect the Diagnostic Info from web GUI
1 Enter the web GUI and go to Menu > Management >
Maintenance > Tech -Support> Click Here . Click the Download
button for All. You can also s elect the specific Diagnostic Info
you need . (Ex: Crash, ROM, ¢ ..)

Crash Download

CPU history
Memaory section
Miuf
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1.6.2 Test the Result
1 Open the file and you can view the Diagnostic Info. (In this
example, we use the Notepad++ to open the .txtfile. )

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window ? X
cBHHE LR s ke iny 2| BE |- 1ECEHc® SENRE

= techSupport_alllog E1 |

2 -

& Time : B8:38:24 =======—== show system-information =========—===—===== psclock :31104300 |:|

.

L

& Product Model : XG54600-32

7 System Name : XG54600

8 System Mode : Standalone

] System Contact

10 System Location :

11 System up Time H 8:38:24 (2f76l1e ticks)

iz Ethernet Address D 42:73:74:20:55:56

13 Bootbase Version : W1.00 | D2/21/2016

14 ZyNOS F/W Version : V4.50 (ABBH.O0)b3 | 04/18/2017

15 Config Boot Image HE

16 Current Boot Image : 1

17 Current Configuration =1

is RomRas5ize : BB825622

19 i

o
4 . | b
Mormal text file length:1,134,963 lines: 10,036 Ln:1 Col:1 Sel:0|0 Unix (LF) UTF-8 NS
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1.7 How to change the default administrator password
The example shows administrators how to ¢ hange the default
administrator password used for management access . Failure to
change the default administrator password is a security risk that allows
zed user access to your deviceds |

unauthor.i

Switch-1
Default IP: 192.1468.1.1

PC
IP:192.168.1.100

: "”f
Change the default administrator password

Figure 7

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.7.1 Change the default administrator ~ password
1 Enter the web GUIl and goto  Menu > Management > Access
Control > Logins > Click Here . Enter the Old Password and New

Password. Then click 0Apply 6.

Access Confrol
Administrator

Old Password sens
Mew Password  |essss
Retype to confirm TR

2 After click ing the 0Apply 6, the browser will show a message

similar below.

Flease close the browser before using the new possword.
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1.7.2 Test the Result

www.zyxel.com

1 Close the web GUI and login again with the OLD password .

The 0Authentication Required

6 window will pop up

again.

Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not private.

User Mame:

Password:

Log In

Cancel

b 4

2 Use the new password to login . Switch -1 web GUI should be

accessible.
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1.8 How to configure a whitelist for remote management to
prevent unauthorized access

The example show s administrators how to configure a whitelist for host

devices that prevent s attempted access from unauthorized devices or

subnets. The whitelist inspects the source [P addresses of hosts and the
type s of service s accessing the switch (Ex: Telnet, FTP, HTTPé ..).

PC-1
IP: 192.168.10.100
|r_ ]
AdministratorPC Switch
IP:192.168.1.100 VLAN 1, Default IP: 192.168.1.1 : .
— VLAN 10, IP 192.168.10.1 —~
= 1
___\__\_/;/
PC-2
IP:192.168.10.200

Figure 8  Configure the whitelist for remote management

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).
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1.8.1 Configure the whitelist of the remote management
1 Enter the web GUIl and goto  Menu > Management > Access
Control > Remote Management > Click Here using
AdministratorPC . Enter the range of IP address es and the
corresponding types of services that are allowed to access the

Switch. Then click 0Apply 6.

Access Control
Secured Client Setup

1 Ld 192.145.10.100 192.148.10.120 Ld L4 L4 L4 v L4

2 td 192.148.1.100 192.148.1.100 td L4 td L4 td v td

3 0.0.0.0 0.0.0.0

4 0.0.0.0 0.0.0.0

5 0.0.0.0 0.0.0.0

& 0.0.0.0 0.0.0.0

7 0.0.0.0 0.0.0.0

8 0.0.0.0 0.0.0.0

? 0.0.0.0 0.0.0.0

10 0.0.0.0 0.0.0.0

11 0.0.0.0 0.0.0.0

12 0.0.0.0 0.0.0.0

13 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0

15 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0
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1.8.2 Test the Result
1 In the setting, we set the IP range: 192.168.10.100-
192.168.10.120, which is allowed to access the Switch by all
protocol types, EXCEPT HTTP Therefore, if we use PC-1
(192.168.10.100) to access the Switch by HTTRthe Switch will
refuse the connect ion. If we try to access the web GUI by  HTTPS
(Enter the https://192.168.1 0.1), PC-1 can connect to the Switch

-]

This site can't be reached

successfully.

192.168.10.1 refused to connect.

2 The PC-2 (192.168.10.200) is not in the range which i s allowed
to access the Switch .PC-2cannot access or ping the

management IP address
]
—_

This site can't be reached

192.168.10.1 refused to connect.

3 Administrator PC can access the Switch by  all service types

successfully.
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1.8.3 What could go wrong?
1 The IP address is setting up repeatedly, but the setting 5
different. The logic rule of whitelistis OR.
For example, if we set the range of the IP address es shown
below. 192.168.10.120 is repeatedly set up accidently. The
resultisthat all types of services are ALLOWEDfor 192.168.10.120.

Access Contrl
Secured Client Setup

1 v 192.168.10.100 |192J68J3J23 d Ld Ld Ld Ld L
2 Ld |192J6&13J23| 192.168.10.120 Ld
3 0.0.0.0 0.0.0.0
4 0.0.0.0 0.0.0.0
2 If the administrator has forgotten or lost track of the whitelisted

IP addresses, the administrator  will not be able to access the

Switch. To solve this problem, use Console to verify the setting s.

Administrators can find out which IP addresses are allowed to

access the Switch by reviewing the running configurations
XGgii?E?nr‘ation. .-

Current configuration:

no remote-management 1 service telnet ftp snmp ssh
vlan 1
name 1
normal ""
fixed 1-32
forbidden ""
untagged 1-32
ip address 192.168.1.1 255.255.255.8
exit
interface route-domain 192.168.1.1/24
exit
kemote—management 1 start-addr 192.168.1.1808 end-addr 192.168.1.20808 service http icmp https

" Note:
If the Switch does not support Console , please check the manual of your

Switch model to find  out how to restore device to factory default settings
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Designing the Local Area Network

2.1 How to configure the switch to separate traffic between
departments using VLAN

The example shows administrators how to set up the switch to make
separate traffic between departments. Using Static VLAN, hosts
accessing the same VLAN will only be able to communicate with hosts
accessing the same VLAN.

VLANTO L VLANTO
PC-1 AdministratorPC PC-3

IP:192.168.10.101 IP:192.168.1.105 PIP:192.168.10.103

—

Port 2 Switch-1 Switch-2 Port 4
............................... VLAN L, [P:192.168.1.1 VLANT, IP2192.168.1.2 o
i L
I i I
'I. : i 'I.__
PC-2 : PC4
IP:192.168.20.102 | P IP:192.168.20.104 |
VLAN20 i VLAN20 |

Figure 9  Setup VLAN to separate the traffic between
departments

\Q' Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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2.1.1 Configure Switch-1
1 Use AdministratorPC to set VLAN 1 in Switch-1: Port 1, 2 as
Normal port. (Prevent VLAN 1 broadcast packets to port 1, 2).
Enter the web GUlI and goto  Menu > Advanced Application >
VLAN > VLAN Configuration > Static VLAN Setup > VID > 1.
Select port 1, 2 as Normal . Click 6Add 6.

S AN VLAN Confiurotion
ACTIVE 4
Name

VLAMN Group ID

® Normal

YLAMN Type

Private v

Association VLAM List

Normal v ¥ TxTegging

1 * Mormal Fixeo Foroidden Tx Tagging
2 * MNormal Fixed Foroidden Tx Togging
3 Meormal ® Fixed Foroiddsn Tx Tagging
4 Mormal * Fixed Foroidden Tx Tegging
Mermal ® Fixed Foroidden Tx Togging

2 Use AdministratorPC to create  VLAN 10 in Switch-1: Enter the
web GUI and go to  Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup . Check the OACTIVES
box . Type the Name and VLAN Group ID=  10. Selectport 1,5 as
Fixed and uncheck Tx Tagging ( Untagged ) on port 1 and
check Tx Tagging ( Tagged )onport 5.C1 i Apply 0 .

39/245



ZYXEL

www.zyxel.com

ACTIVE
Mame

VLAN Group ID
WLAM Type

Association VLAN List

h o k) —
.

Meormal
Mermal
Mermal
Mermal

Meormal

|+
VLAMNIOD

10

® Mormal

Private

MNormal v

® Fixed

Fixed
Fixed
Fixed

® Fixed

Ferbidden
Ferbidden
Ferbidden
Ferbidden
Ferbidden

U Tx Tagging

VLAN Configuration

# Tx Togging

¥/ Tx Tegging
¥/ Tx Tagging
# Tx Tegging
# Tx Tegging

3 Use AdministratorPC to create
web GUI and go to

VLAN 20 in Switch-1: Enter the

Menu > Advanced Application > VLAN >

VLAN Configuration > Static VLAN Setup
box . Type the Name and VLAN Group ID=
Fixed and uncheck Tx Tagging ( Untagged ) on port 2 and check

. Check the OACTIVE)
20. Selectport 2,5 as

Tx Tagging (tagged ) on port 5. C | Applhko .0

ACTIVE 7]

MName WLAM2D

WLAMN Group ID 20

® N
VLAN Type Hormel
Private v

Associafion VLA List
- MNormal v # Tx Tagging
1 * MNormal Fixea Forbidden # Ty Tagoing
3 ® Normal Fixeg Ferbidden ¥ Tx Tagging
4 ® Normal Fixed Ferbidden 1#| Tx Tagging
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4 Setthe PVID on Switch-1: Goto Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup . Set port 1 as
PVID=10 (VLAN 10) and port 2 as PVID= 20 (VLAN 20).

Port  Ingress Check PVID GVRP Acceplable Frame Type VLAN Trunking Isolafion

- (] O All v (] ]
| o [o O A 5] 8 |
E 5] 20 O Al v 5] @ |
B 5] 1 O Al v ] @ |
| 4 5] 1 O A v 5] @ |
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2.1.2 Configure Switch-2
1 Use AdministratorPC to set VLAN 1 in Switch-2: Port 3, 4 as
Normal port (this prevents VLAN 1 from broadcast ing packets
to port 3, 4). Enter the web GUI and go to Menu > Advanced
Application > VLAN > VLAN Configuration > Static VLAN Setup
> VID > 1. Select port 3, 4 as Normal . Click 0Add 0 .

| StaficVIAN | VLAN Configuration
ACTIVE v
Name
VLAN Group ID
2 Normo
VLAN Type .
Private v
Association VLAN List
orma v v aneIng
ma * Fixed Forbidden
2 rmal o ed Forbidden
3 e rmial ed Forbidden agging
4 e rmal ed Forbidden Tx Togging
rmal ® Fixed Forbidden Tx Tegging

2 Use AdministratorPC to create  VLAN 10 in Switch-2. Enter the
web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup . Check the OACTIVES
box . Type the Name and VLAN Group ID= 10. Select port 3,5 as
Fixed and uncheck Tx Tagging ( Untagged ) on port 3 and
check Tx Tagging ( tagged ) on port 5. Click 6Apply 6.

| StaficVIAN | VLAN Configuration
ACTIVE ’
Name VLAMNMIO
VLAN Group ID
® Morm
VLAM Type

Association VLAN List

orma # T« Tagging
1 orm ed Forbidden ¥l Tx Tagging
2 ® MNormal Fed Forbidden ¥ Tx Togging
4 ® Norma Fixed Forbidden ¥ Tx Tagging
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3 Use AdministratorPC to create VLAN 20 in  Switch-2. Enter the
web GUI and go to  Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the OACTIVES
box . Type the Name and VLAN Group ID= 20. Select port 4,5 as
Fixed and uncheck Tx Tagging ( Untagged ) on port 4 and
check Tx Tagging ( tagged ) on port 5. Click 0Apply 6.

S VAN VLAN Configuraion
ACTIVE i
Mame WLAM20
WLAMN Group ID 20
® horma
WLAN Type ermel
Private A

Association VLAN List

- Mormal v # TxTegging
1 ® ormal Fixed Foroidden #| Tx Togaing
2 ® MNormal Fixed Ferbidden ¥ Tx Tagging
3 ® plormal Fixea Forbidden 2 Tx Togging
4 Mormal ® Fixed Foroidden Tx Togging
b Mermal ® Fixed Ferbidden ¥ Tx Tagging

4 Setthe PVID on Switch-2: Goto Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 3 as
PVID=10 (VLAN 10) and port 4 as PVID=20.

4]

(=] (=)
B || 3
- -
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2.1.3 Test the Result
1 The PCin the same VLAN can ping each other . PC-1 can ping
PC-3 successfully, but PC -1 cannot ping PC -2.

CislUzersslseriping 172.168.180.183 —t

Pinging 192168 _108.183 with 32 bhytes of data:

Reply from 172.168.18.183: hytez=32 time<ims TTL=128
Reply from 192.168.18.183: hytes=32 time<ims TTL=128
Reply from 172.168.18.183: hytes=32 time<ims TTL=128

C:sUserssUser>ping 192.168.20.1682

Pinging 172.168.28.182 with 32 hytes of data:
PING: transmit failed. General failure.
FPING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

2 PC-2 can ping PC -4 successfully, but PC -2 cannot ping PC -3.

C:“Uzers-User>ping 192_168.20.184 —+t

Pinging 172_.168.28.184 with 32 hytes of data:

Reply from 122.168.20.184: hytes=32 time<{lms TTL=12Z8
Reply from 122.168.280.1084: hytez=32 timedimz TTL=12Z8
Heply from 192_168_20.1684: bytesz=32 time<{ims TTL=128

sUsersslseriping 172168181683

inging 192.168.18.183 with 32 buytes of data:
ING: transmit failed. General failure.
ING: transmit failed. General failure.
ING: transmit failed. General failure.
ING: transmit failed. General failure.
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2.2 How to configure the switch to route traffic across VLANS

The purpose of VLANS are to isolate one broadcast domain from another
If we would like hosts from different VLANs to communicate with each

other , we have to set the switch to route traffic. The example shows how
to configure the switch to route traffic across one VLAN to another .
AdministratorPC
IP:192.168.1.100

‘ i Switch
PC-1 i VLANT, IP:192.168.

: L1 PC-2
IP:192.168.10.100 i VLANIOQ,IP:192.168.10.1 ¢ |p.192148.20.100
f VLAN20, IP:192.168.20.1 |
VLAN 10 VLAN 20

R - -

...... -

Figure 10  Setup switch to route traffic across VLANs

U Note:

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4. 50).

All network IP addresses and subnet masks are used as examples in this article.
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2.2.1 Configure VLAN 10
1 Use AdministratorPC to create VLAN 10. Enter the web GUI and

go to Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup . Check the ACTIVE box. Type
the Name and VLAN Group ID= 10. Select port 1 as Fixed and
uncheck Tx Tagging (Untagged). Click  0Apply 6.

2 Go to Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup. Set the PVID. Set port 1 as
PVID=10 (VLAN 10). Click 6Apply 6.
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