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Basic principles for network management  

1.1 How to change the switch management IP address to 

avoid accessing the wrong device  

 

This example shows administrators how  to use the Web GUI  to manage 

the IP addresses of the switch es and avoid administrators from  

unintentionally accessing the wrong device s. As shown  below, there are 

two switche s in the environment. Both default IP addresses of the two 

switches are 192.168.1.1.  

 

 
Figure 1   Two switches are using the same default IP address  

 

 

 

 

 

 

 

 

 

 

 

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.1.1 Configuration in the Switch -2 

1 Disconnect the link between Switch -1 and Switch -2. 

 

2 Set the  PCõs IP address on to the same subnet as the switches.  

For example, set the PC IP address as 192.168.1.100. 

 

 

3 Open a browser (IE, Chrome, Safari, Firefox, etcé.). Go to 

website http ://192.168.1.1  (default management IP address). 

Key in òusername: admin ; password: 1234 ó and log in. 
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4 Enter the webpage and go to Menu > Basic Setting > IP Setup 

> IP Configuration . Set the IP address you prefer, for example 

192.168.1.2. Then click Add . 

 

 

5 Log  back in using  the new IP address 192.168.1.2. After logging 

in again, remember to click  the  Save  icon to save the new 

configuration s. 

 

 

 

 

 

 

 

 

 

 

 



 
 

11/ 245 

 

www.zyxel.com  

1.1.2 Test the Result 

1 Log in via the web GUI and go to Menu  > Basic Setting  > 

IP Setup > IP Configuration . Check if the IP address is 

already configured as  192.168.1.2.  
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1.2 How to configure the switch with a device name to avoid 

accessing the wrong device  

 

This example shows administrators how  to use the Web GUI to manage 

device name and avoid  accessing the wrong device s. As shown  below, 

the PC connects with Switch -1 in the environm ent. In the default setting, 

device name (System Name) will be the model name (XGS4600 in this 

example) .  

 

 

Figure 2   Change  the device name o f the switch  

 

 

 

 

 

 

 

 

 

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.2.1 Configuration in Switch -1  

1 Enter the web  GUI and go to Menu > Basic Setting  > General 

Setup . Change the System Name (Switch -1 in this example) 

and click Apply . 

 

 

2 Click òSaveó to save the configuration.  
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1.2.2 Test the Result 

Enter the  web GUI and you will see the page of the switch 

information. Check if the System Name is the name you 

configure d  (Switch -1 in this example) or not.  
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1.3 How to configure the switch to update the time from an 

NTP server 

 

This example shows administrators how  to use the NTP server to update 

the system time of  the switch. As shown  below, the PC connects with 

Switch and Switch connects with the USG in the environment.  

 

 

Figure 3   Set up Switch to get time from NTP Server  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). We use google 

free public NTP server  (216.239.35.12) to be our NTP server. You can also choose 

another available NTP se rver. Furthermore, d ue to there is routing set up in this 

configuration, the user interface might be some difference for other models.  
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1.3.1 Configuration in Switch   

1 Enter the web GUI and go  to Menu > Basic Setting > IP Setup 

> IP Configuration . Set the default Gateway as USG IP: 

192.168.1.1. Then click òApply ó. 

 

 

2 Go to Menu > Basic Setting  > General Setup . Select òUse Time 

Server when Bootup ó to  NTP(RFC-1305) and set the òTime 

Server IP Addressó. In this scenario, we use the g oogle free 

public  NTP server (216.239.35.12) as an example. Also, select 

the òTime Zoneó in your location. Finally, remember to click 

òApply ó. 

 

 

3 Click Save  to save the configuration.  
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1.3.2 Test the Result 

1 Go to Menu > Basic Setting  > General Setup . Both the Current 

Time and Current Date  should be the  current time in your 

location.  If the current time is not updated as the correct time, 

click òRefreshó. 

 

 

 

2 Try to select the òUser Time Server when Bootup ó as None . Few 

second later, change back to NTP(RFC-1305). The time will still 

update to the current time.  
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1.3.3 What could go wrong?  

1 Switch may not  be able to  access the NTP Server successfully. 

Follow the step to test if NTP Server is available.  Go to Menu > 

Management > Diagnostic . Select IPv4 as in-band  and type 

the IP address of NTP Server (216.239.35.12) into the IP Address  

field . Click òPingó. 
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1.4 How to configure the switch to backup events on a 

SYSLOG server 

 

The example show s administrators how to set up the switch to send 

system log events to a remote syslog server.  

 

 

Figure 4   Upload the syslog automatically to the server  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.4.1 Configure the Switch -1  

1 Enter the web GUI and go to Menu  > Management > Syslog 

Setup > Syslog Server Setup . Activate  the syslog server setup 

and set up the server IP address. In this example, it is 

192.168.1.200. Choose the Log Level you prefer ( Level 0 -7 in this 

example). The wider the range, the more detailed log will be 

recorded. Remember to click òAddó.  

 

 

 

2 In the same page, activate the Syslog and activate the 

logging type you prefer.  Also, remember to click òApply ó. 

 

 

 

 

 Note:  

Log Level refers to which events should be sent to the Syslog Server.  

Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice 

(5), Informational (6), and Debug (7) . 
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3 Click Save  to save the configuration.  
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1.4.2 Test the Result  

1 Unplug and re -plug PC -1 from the switch .  

 

2 The Syslog Server should receive an event log  from the switch .  

 

 

3 We can also check the directory  (òC:\ app \ Tftpd64ó in this 

example) to find out if a text  file is created  on the S yslog Server. 
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1.4.3 What could go wrong?  

1 If Switch -1 and Syslog Server are in different subnet s, remember 

to set default  gateway  so that Switch -1 and  the  Syslog Server 

can communicate with each other .  

 

2 Confirm the service port number of the Switch -1 and the Syslog 

Server are the same. (Default service  port for the Syslog Server 

in the Switch -1 is 514). 
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1.5 How to configure the switch with a port name to quickly 

identify directly connected devices  

 

The example shows administrators how to configure the switch with a 

port name to quickly identify directly connected devices . By doing this, 

administrators and quickly identify which port connects to which device, 

location, or section of the network.  

 

 

Figure 5   Configure the port name of the switch  

 

 

 

 

 

 

 

 

 

 

 

 

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.5.1 Configure Switch -1 

1 Enter the  web GUI and g o to Menu > Basic Setting > Port Setup . 

Type the name of each directly connected devices on the 

corresponding port name . For example, you can type Switch -

2 in port 2 and AP in port 3. Then click òApply ó. 

 

 

2 Click Save  to save the configuration.  
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1.5.2 Test the Result 

1 Go to Menu  > Maintenance > Port Status . You will see the 

name you type in the column of name.   
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1.6 How to collect the Diagnostic Info  

 

The example shows local administrators  how to  collect the Diagnostic 

Info by web GUI . The Diagnostic Info is a set of log s that  includes useful 

information such as System Information, CPU utilization history, system 

log s and debug  reports for issue analysis.  

 

 

Figure 6   Collect the Diagnostic Info from web GUI  

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.6.1 Collect the Diagnostic Info from web GUI  

1 Enter the web GUI and go to Men u > Management > 

Maintenance > Tech -Support > Click Here . Click the Download 

button for All . You can also s elect the specific Diagnostic Info 

you need . (Ex: Crash, ROM,é..) 
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1.6.2 Test the Result 

1 Open the file and you can view the Diagnostic Info. (In this 

example, we use the  Notepad++  to open the .txt file. ) 
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1.7 How to change the default administrator password  

 

The example show s administrators how to c hange  the default 

administrator  password  used for management access . Failure to 

change the default administrator password is a security risk that allows 

unauthorized user access to your deviceõs management.  

 

 

Figure 7   Change the default administrator password  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.7.1 Change the default administrator password  

1 Enter the web GUI and go to Menu > Management > Access 

Control > Logins > Click Here . Enter the Old Password and New 

Password. Then click òApply ó.  

 

 

2 After  click ing  the òApply ó, the browser  will show  a  message 

similar below.  
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1.7.2 Test the Result 

1 Close the web GUI and login  again  with the OLD password . 

The òAuthentication Required ó window will pop up  again.  

 

  

2 Use the new  password to login . Switch -1 web GUI should be 

accessible.  
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1.8 How to configure a whitelist for remote management to 

prevent unauthorized access  

 

The example show s administrators  how to configure a whitelist for host 

devices that  prevent s attempted  access  from unauthorized devices  or 

subnets . The whitelist inspects the source  IP addresses of hosts  and  the  

type s of service s accessing the switch (Ex: Telnet, FTP, HTTPé..).  

 

 

Figure 8   Configure the whitelist for remote management  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual  network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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1.8.1 Configure the whitelist of the remote management  

1 Enter the web GUI and go to Menu > Management > Access 

Control > Remote Management > Click  Here  using 

AdministratorPC . Enter the range of IP address es and the  

corresponding  types of  services that are allowed to access the 

Switch.  Then click òApply ó. 
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1.8.2 Test the Result  

1 In the setting, we set the IP range: 192.168.10.100-

192.168.10.120, which  is allowed to access the Switch by  all 

protocol types, EXCEPT  HTTP. Therefore, if we use PC -1 

(192.168.10.100) to access the Switch by  HTTP, the Switch  will 

refuse t he connect ion . If we try to access the web GUI by HTTPS 

(Enter the https ://192.168.1 0.1), PC-1 can connect to the Switch  

successfully.  

 

 

2 The PC-2 (192.168.10.200) is not in the range which i s allowed 

to access the Switch . PC-2 cannot access or ping the switchõs 

management IP address .  

 

 

3 Administrator PC can access the Switch by all  service  types 

successfully.  
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1.8.3 What could go wrong?   

1 The IP address is setting up repeatedly, but the setting is 

different. The logic rule of whitelist is OR.  

For example, if we set the range of the IP address es shown  

below. 192.168.10.120 is repeatedly set up accidently. The 

result is that all types of services  are ALLOWED for 192.168.10.120. 

 

 

2 If the administrator has forgotten or lost track of  the whitelist ed  

IP addresses, the administrator  will not be able to access the 

Switch. To solve this problem, use Console  to verify the setting s. 

Administrators can  find  out which  IP addresses are  allowed to 

access the Switch  by reviewing the running configurations .  

  

 

 Note:  

If the Switch does not support Console , please check the manual of your 

Switch model to find  out how to restore device to factory default settings . 
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Designing the Local Area Network  

2.1 How to configure the switch to separate traffic between 

departments  using VLAN  

 

The example show s administrators how to set up the switch to make 

separate  traffic between departments. Using Static VLAN , hosts 

accessing the same VLAN will  only  be able to communicate with hosts 

accessing the same VLAN.  

 

Figure 9   Set up VLAN to separate  the traffic between 

departments   

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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2.1.1 Configure Switch -1 

1 Use AdministratorPC to set VLAN 1 in Switch -1: Port 1, 2 as 

Normal  port. (Prevent VLAN 1 broadcast packets to port 1, 2).  

Enter the web GUI and go to Menu > Advanced Application > 

VLAN > VLAN Configuration  > Static VLAN Setup  > VID > 1. 

Select port 1, 2 as Normal . Click òAddó. 

 

 

2 Use AdministratorPC to create VLAN 10 in Switch -1: Enter the 

web GUI and go to Menu > Advanced Application > VLAN > 

VLAN Configuration > Static VLAN Setup . Check the òACTIVEó 

box . Type the Name and VLAN Group ID= 10. Select port 1, 5 as 

Fixed  and uncheck Tx Tagging ( Untagged ) on port  1 and 

check Tx Tagging ( Tagged ) on port 5. Click òApply ó. 
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3 Use AdministratorPC to create VLAN 20 in Switch -1: Enter the 

web GUI and go to Menu > Advanced Application > VLAN > 

VLAN Configuration > Static VLAN Setup . Check the òACTIVEó 

box . Type the Name and VLAN Group ID= 20. Select port 2, 5 as 

Fixed and uncheck Tx Tagging ( Untagged ) on port 2 and check 

Tx Tagging ( tagged ) on port 5. Click òApply ó. 
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4 Set the PVID on Switch -1: Go to Menu > Advanced Application 

> VLAN > VLAN Configuration > VLAN Port Setup . Set port 1 as 

PVID=10 (VLAN 10) and  port 2 as PVID= 20 (VLAN 20).  
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2.1.2 Configure Switch -2 

1 Use AdministratorPC to set VLAN 1 in Switch -2: Port 3, 4 as 

Normal  port (this prevents  VLAN 1 from  broadcast ing  packets 

to port 3, 4). Enter the web GUI and go to Menu > Advanced 

Application > VLAN > VLAN Configuration > Static VLAN Setup 

> VID > 1. Select  port 3, 4 as Normal . Click  òAddó. 

 

 

2 Use AdministratorPC to create VLAN 10 in Switch -2. Enter the 

web GUI and go to Menu > Advanced Application > VLAN > 

VLAN Configuration  > Static VLAN Setup . Check the òACTIVEó 

box . Type the Name and VLAN Group ID= 10. Select port 3, 5 as 

Fixed  and uncheck Tx Tagging ( Untagged ) on port  3 and 

check Tx Tagging ( tagged ) on port 5. Click òApply ó. 
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3 Use AdministratorPC to create VLAN 20 in Switch -2. Enter the 

web GUI and go to Menu > Advanced Application > VLAN > 

VLAN Configuration  > Static VLAN Setup . Check the òACTIVEó 

box . Type the Name and VLAN Group ID= 20. Select port 4, 5 as 

Fixed  and uncheck Tx Tagging ( Untagged ) on port  4 and 

check Tx Tagging ( tagged ) on port 5. Click òApply ó. 

 

 

4 Set the PVID on Switch -2: Go to Menu > Advanced Application 

> VLAN > VLAN Configuration  > VLAN Port Setup . Set port 3 as 

PVID=10 (VLAN 10) and port 4 as PVID=20. 

 

 

 

 



 
 

44/ 245 

 

www.zyxel.com  

2.1.3 Test the Result  

1 The PC in the same VLAN can ping each other . PC-1 can ping 

PC-3 successfully , but PC -1 cannot  ping PC -2. 

 

 

 

2 PC-2 can ping PC -4 successfully , but PC -2 cannot  ping PC -3.  
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2.2 How to configure the switch to route traffic across VLANs  

 

The purpose of VLANs are to isolate one broadcast domain from another . 

If we would like hosts from different VLANs to communicate with each 

other , we have to set the switch to route traffic. The example show s how 

to configure the switch to route traffic across  one  VLAN to another .  

 

 
Figure 10   Set up switch to route traffic across VLANs   

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS4600-32 (Firmware Version: V4. 50). 
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2.2.1 Configure VLAN 10 

1 Use AdministratorPC  to create VLAN 10. Enter the web GUI and 

go to Menu > Advanced Application > VLAN > VLAN 

Configuration  > Static VLAN Setup . Check the ACTIVE  box . Type 

the Name and VLAN Group ID= 10. Select port 1 as Fixed  and 

uncheck Tx Tagging (Untagged). Click òApply ó. 

 

 

2 Go to Menu > Advanced Application > VLAN > VLAN 

Configuration  > VLAN Port Setup . Set the PVID. Set port 1 as 

PVID=10 (VLAN 10). Click òApply ó. 

 

 

 

 

 
















































































































































































































































































































































































































